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1.0: Introduction

Diamond Trust Bank Kenya Limited’s (hereinafter referred to as “DTB” or the “Bank’) Whistle Blowing
Policy (WBP) aims to inculcate a sense of responsibility amongst employees and to encourage them to be
good stewards of both the Bank’s resources as well as to protect the interest of all the stake holders of the
Bank and its subsidiaries i.e. shareholders, the government/ regulators etc. DTB is committed to the highest
levels of ethics and integrity in the manner in which it conducts its business and understands that this is
crucial for its continued success and reputation. Within these broad guidelines, management will encourage
staff to exhibit integrity, honesty and ethical values and commitment that facilitates compliance with the
law and the Bank’s Policies and Procedures. The country’s Laws, CBK regulations and DTB Policies and
Procedures must be adhered to in our quest to promote high moral values that will enhance stakeholder
confidence in the way we handle the resources they have entrusted upon us.

DTB Whistle Blowing Policy (WBP) has been developed within an environment of increasing reports of
fraud and pilferage within the banking sector. However, the proposed Whistle Blowing Policy only applies
to DTB’s operations and any report that shall be made available to management must strictly be those issues
that are likely to impact negatively against the interest of DTB. The Bank’s Whistle Blowing Policy is not
submitting or making public or sharing any confidential information regarding DTB’s business strategy or
any information that may compromise the Bank’s business interest to a third party.

As a Bank, we take cognizance of the fact that what may appear to be small infractions if not handled
immediately is likely to lead to financial loss to the Bank and its stakeholders and could also lead to
employees’ job loss. Therefore, DTB’s Whistle Blowing Policy has been developed to set out broad
guidelines that will enable employees who have information regarding financial impropriety, unethical,
dishonest, discriminatory or illegal practices to come forth and to report to management without fear of
retribution or recrimination. The policy is meant to make the workplace healthier and more conducive,
where problems are handled expeditiously and professionally as and when they are detected in their early
stages.

DTB strongly encourages its staff and stakeholders to speak up if they suspect or witness any matters of
concern. The Bank will take all reports made under this Policy seriously and conduct investigations
promptly.

This policy must be read in conjunction with: -

e Human resources policy including the Bank’s code of conduct.
e DTB Fraud Risk Management policy
e ICT Security Policy

2.0: Definitions

a) A whistleblower

This is a person who exposes any kind of information or activity that is deemed illegal, unethical, or not
correct within an organization that is either private or public

b) Unethical and Improper practices

The information of alleged wrongdoing can be classified in many ways: violation of company
policy/rules, law, regulation, or threat to public interest/national security, as well as fraud, and corruption.

The following are the objectives of the Bank’s Whistle Blowing (WBP) policy:
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1) To offset destructive behavior with compatible productive behavior. Since fraud involves
dishonesty, secretiveness, and antagonistic behaviors, the Bank shall find ways to reward positive
behavior that are compatible with honesty, openness, and co-operation.

2) To facilitate a process that encourages employees to freely and voluntarily come forward in good
faith to share with management any information they may have regarding any wrong-doing that may
be detrimental to the Banks’ smooth operations, its stakeholders as well as its employees.

3) To facilitate a process that encourages 3rd parties (suppliers or other) to freely and voluntarily come
forward in good faith to share with management information they may have regarding wrong doing
via an appropriate channel easily accessible on the Bank’s website.

4) To foster an atmosphere of mutual workplace respect and proper business behavior that are vital to
the integrity and success of the organization in implementing a structurally sound and business
effective whistle blowing policy.

5) To ensure that a process is in place to allow employees to report alleged improper conduct without
fear of retribution or recrimination.

6) To promote an integral process for sustainable work culture of zero tolerance to inappropriate
behavior, fraud, corruption, harassment, illegal acts, cheating, unsafe working conditions, etc.

7) To protect the Bank against financial loss that is likely to arise through impropriety, infraction of
policy and regulations and gross misuse of Bank’s resources through pilferage etc.

When staff report any wrongdoing, such staff should be assured that they will not incur any retaliation or
negative treatment because of the report. The identity of an employee, who offers any information regarding
financial impropriety, or loss or any matter likely to lead to financial loss due to unethical, dishonest,
discriminatory or illegal practices, shall be protected. However, it will be an offence punishable by a
reprimand or even a dismissal for anyone who deliberately makes a false report or takes discriminatory or
retaliatory actions against the person who made a genuine report to management culminating in
apprehension of the culprit or remedy against loss to the Bank.

3.0: Whistle Blowing Process

The term whistle blowing refers to an act of raising concerns about:

1) Asset misappropriation (cash theft or skimming)

2) Actual violation of the code of conduct, policy &/or procedure
3) Fraud/ Forgery

4) Corruption (bribery, economic extortion, illegal gratuity and conflict of interest)
5) Money Laundering/Terrorist Financing

6) Embezzlement

7) Insider Trading

8) Password sharing

9) Bullying

10) Harassment

11) Discrimination

12) Breach of fiduciary duty, regulatory or legal requirements,

13) Regulatory misreporting

14) Sexual harassment

15) Illegal activity

16) Danger to health & safety

17) Financial irregularities



18) engaging in or threatening to engage in detrimental conduct against a person who has made a
disclosure or is believed or suspected to have made or be planning to make a disclosure
19) Attempts to conceal any of the above.

The Bank’s Whistle Blowing policy shall also apply to any illegal activities, either criminal or civil, failure
to implement banking policies and unprofessional conduct.

4.0: Time Frame

When employees engage in negative and unproductive or fraudulent activities/conspiracy, there is a
tendency that these behaviors will fester and escalate into bigger problems if not firmly handled when
detected. Therefore, the time-frame within which issues should be reported is critical. It is important that
staff (Whistleblowers) report incidents immediately they are detected to facilitate quick investigations and
resolution.

An employee who detects any incident that is likely to impact negatively against the Bank’s smooth
operations and fails to report such incidents, and it is established that the staff had knowledge of such
activity, and that timely reporting could have led to aversion in their early stages; will be treated as guilty
and be considered part of the conspiracy for such acts of commission/omission and may be liable to
summary dismissal.

5.0: Protection for the Whistle Blower

The whistle blowing policy allows for the protection of the employee who, in good faith, reports what he/she
perceives to be an infraction to receive no negative treatment for his/her honesty and reporting of his/her
observations. The policy removes any restrictions from any junior employees to freely submit any
information against upper level management or higher-ranking board members regarding negative and
unproductive or fraudulent activities/conspiracy against the Bank.

Any employee filing a complaint relating to a violation or suspected violation of any of the Bank’s policies
must act in good faith and have reasonable grounds for believing that the information disclosed indicates a
violation of the law or Bank’s policies. Any allegations that prove not to be substantiated and which prove
to have been made maliciously or knowingly to be false with a view to create turmoil to undermine another
staff or cause injury to that person will be viewed as a serious disciplinary offense. There may also be legal
consequences if a staff or stakeholder makes a knowingly false report.

6.0: Ethical Behavior

The impact and success of the whistle blowing policy will be realized by the Bank if all staff conduct
themselves in an ethical and honest manner in ensuring that they become custodian of the Bank’s resources
and business interest. It is expected that the Policy will enhance an environment in which staff are expected
to give full account of the resources under their charge and they must exhibit the highest standards of ethics,
integrity and honesty.

This environment will equally be reciprocated by management when they encourage greater accountability
through responsive and equitable recognition of employees who consistently exhibit a high degree of
honesty and are dedicated in the discharge of their work. In this regard, management will ensure the work
environment offers staff equal opportunity to grow their career through progressive employment policies.
Whereas an employee may make an honest mistake since management cannot expect total perfection, gross



negligence occasioning loss to the Bank will be firmly dealt with. DTB employees are required to conduct
themselves with the highest level of integrity, honesty, mutual trust and respect for ethics. Therefore, the
Bank’s Whistle Blowing Policy is meant to inculcate within our staff high values that will translate to
commitment in delivering effective customer services and accountability to the stakeholders who have
entrusted their funds with the Bank.

7.0: Reporting Procedure & Disclosure

A sound reporting system that instills confidence in employees and promotes trust in the integrity and
effectiveness of the WBP is vital to the successful design and operation of the whistle blowing process.
DTB has designed a process that will facilitate the disclosure of suspected improper conduct that may be
detected by staff during their duty.

8.0: Scope of the Whistle Blow Program

Whistle Blow is applicable on:
1) Domestic and Subsidiary locations

2) Stakeholders includes:
i.  Employees (all permanent, temporary, contractual staff, intern)
ii.  Ex-employees
iii.  Customers
iv.  Directors
v.  Suppliers
vi.  Vendors

Vil. Contractors
Viii. Consultants
ix.  Service providers
X. Shareholders or

xi.  Any other representative of the bank.

3) Whistle Blow is not applicable to issues related to:
i.  Personal grievance
ii.  Performance appraisal, Promotion
iii.  Bank provided benefits, Compensation
iv.  Discipline and concerns related to job posting

The disclosure of suspected improper activity or detrimental action (as defined by the WBP) may be made
to the Managing Director &/or the Finance Director.

9.0: Responsibilities of the Stakeholders

Stakeholders:
1) Are bound to promptly inform the Managing Director &/or Finance Director where any of the
concerns above come to their attention.
2) Must remain unbiased
3) Must ensure accuracy of information while reporting.



4) Must extend full support and cooperate in investigations

5) Should not communicate wrong, non-factual, allegation based on personal grudges, grievances

6) Are encouraged to put their names to allegations / concerns raised

7) Should immediately inform the Managing Director &/or Finance Director where being victimized
8) Maintain the confidentiality of information

9) No stakeholders should use their position to prevent others from whistle blowing.

10.0: Recognition & Award for Whistle Blowers

After conducting the necessary investigations and successfully concluding a WBP case, the Managing
Director may make recommendations to Board Human Resource and Nomination Committee (BNHRC) to
recognize the efforts made by the staff concerned (whistle blower). The following will form part of but not
limited to the recognition and award scheme for whistle blowers: -

1) A recommendation letter signed by the CEO.

2) A gift vouchers.

3) Cash award (based on the magnitude of the case and risk involved)
4) Eligibility for the employee of the year award.

However, each case will be treated on its own merit and confidentiality will apply where it is deemed
important to protect the whistle blower, consistent with the need to conduct adequate investigation.

11.0: Raising Concerns

Stakeholders can raise concerns to the:
1) Managing Director (MD)
2) Finance Director (FD)
3) Chairman of the Bank (Chairman)
4) Chair of the Board Human Resource & Nomination Committee (BNHRC Chair)
5) Chair of the Board Audit & Compliance Committee (BACC Chair)

12.0: Process for Disclosures

A staff member can make disclosures directly to anyone referenced under Section 11.0 above.

13.0: Anonymous Disclosure

A staff member can choose to make any disclosure anonymously. However, it is important to recognise
that in some circumstances requiring complete anonymity may practically make it more difficult for the
Bank to investigate the issue or take the action it would like to take.

If the staff member is comfortable to let the Bank know who they are, the Bank can contact the staff directly
to discuss any concerns which will help the Bank investigate the complaint more promptly and efficiently.
The Bank can also appoint one of its staff members or a third party to assist the person’s concerns on the
process. The Bank is committed to taking all reasonable steps to protect its staff from detrimental conduct
arising from making a report under this policy.



In the event that the whistle-blowers wish to remain anonymous, this can be done through an email address:

1. Whistleblow2MD@dtbafrica.com

11. Whistleblow2Chairman@dtbafrica.com

1il. Whistleblow2FD@dtbafrica.com

1v. Whistleblow2BNHRCChair@dtbafrica.com

v.  Whistleblow2BACCChair@dtbafrica.com

The recipients of the email shall be the Managing Director &/or the Bank Chairman.

13.1: Anonymous Mail

DTB will take receipt of mail through the postal system or hand delivered that allows the whistleblower to
remain anonymous by withholding their name and contact details. Registered mail can be sent to the
attention of the undermentioned at the following addresses:

1.

ii.

iil.

1v.

V.

The Managing Director, 6 Floor, DTB Centre, Mombasa Road
The Chairman, 6" Floor, DTB Centre, Mombasa Road

The Finance Director, 6" Floor, DTB Centre, Mombasa Road
The BNHR Chair, 6" Floor, DTB Centre, Mombasa Road

The BACC Chair, 6" Floor, DTB Centre, Mombasa Road

14.0: Receiving and Assessing Disclosures

When receiving and assessing disclosures the investigating team will ensure the following:

o That the report is made in accordance with the Whistle Blowing Policy.

o That the disclosure relates to an employee of DTB.

o That the disclosure relates to a matter touching on the interest of DTB.

o That if the disclosure involves third party acting in cahoots with employees, then such cases may
also be referred to BFIU, Kenya Police, or to other independent authorities or consultants for
investigation as may deemed appropriate by the Head of Security & Investigations in

consultation with the Managing Director.

o That the person making a disclosure has reasonable grounds to believe that the alleged conduct
has occurred and whether the whistleblower is an employee of DTB.
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o That the alleged misconduct is either improper or is detrimental to the interest of the Bank and
in which case action will be taken to investigate the disclosure.

15.0: Investigating the Disclosures

Where assessment of the disclosure reveals the need for an investigation, the Managing Director &/or
Finance Director will hand over the matter to the investigation team to carry out the investigation.

The objectives of an investigation will be:

To collate information relating to the allegation as quickly as possible. This may involve taking steps
to protect or preserve documents, materials and equipment;

To consider the information collected and draw conclusions objectively and impartially;

To maintain procedural fairness in the treatment of witnesses and the person who is the subject of the
disclosure;

To protect the identity of the whistleblower; and

To make recommendations arising from the conclusions drawn concerning remedial or other
appropriate action to the relevant Management Committees, Group CEO, Board Audit & Compliance
Committee, BNHRC or any such appropriate authorities as may be determined by the Managing
Director.

Before commencing an investigation, the Managing Director &/or Finance Director shall review the key
issues and identify the team that will be tasked to conduct the investigations. The Committee shall set a
date by which the investigation report is to be concluded and will describe the resources required or
available to the investigators to complete the investigation within the time set. The Managing Director &/or
Finance Director shall review and approve the investigation and if reasonable, an extension of time
requested by the investigators should this be necessary. The team undertaking the investigation shall be
required to make regular reports to the Managing Director &/or Finance Director of progress and such
reports should be delivered to the Group CEO or the relevant Board Committee for further direction.

16.0: Investigations Team

Disclosures by Whistle blowing will be investigated as directed by the Managing Director, Finance
Director, Chairman of the Bank, the BNHRC Chair or the BACC Chair

17.0: Collating and Publishing the Disclosure Report

The investigation reports will be maintained in a register centrally held by the Security Department in which
the information generated will form part of the Bank’s risk profile on frauds and other irregularities reported
through the Bank’s Whistle Blowing Policy. The register will be confidential and will not record any
information that may reveal the whistleblower identity. The register will contain the following information:

1) The number and types of disclosures made during the year;
2) The number and types of disclosures investigated

3) The number and types of disclosures referred by DTB to e.g. BFIU, Kenya Police, or to other
independent authorities or consultants for investigation;



4) The number and types of investigations taken over from DTB by independent investigators;
5) The number and types of disclosed matters that were declined for investigation;

6) The number and types of disclosed matters that were substantiated for investigation and the
action taken on completion of the investigation; and

7) The findings of the investigations and any recommendations made because of the investigation.

Statistics such as (but not limited to) those above will be published in a report to the BNHRC on a quarterly
or annual basis. The Board may however, instruct that a report to be produced on demand when it deems

necessary.

18.0: Policy Review

This policy shall be reviewed every 2 years or earlier where warranted.

19.0: Conclusion

In conclusion, we reiterate that the Bank will not tolerate fraud and corruption or any activity that will
compromise ethical standards and values that we believe in as a Bank. Whereas we encourage all staff to
conduct themselves in a manner befitting DTB values, vision and acceptable work ethos, management will
deal firmly without fear or favor against any staff who engages in any unethical or fraudulent activities or
who deliberately flouts procedures and regulations that may bring financial loss to the Bank. Within this
context, the Bank’s Whistle Blowing Policy should encourage employees who become aware of possible
wrongdoings to report to management with a full assurance that their reports will be treated seriously and
that they will be protected from any retribution or recrimination. Policy Receipt Acknowledgement for the
Bank’s Whistle Blowing Policy which is indicated at Appendix 1 below.



Appendix 1: Whistle Blow Policy Staff Acknowledgement

(Please read the Bank’s Whistle Blowing Policy carefully to ensure that you understand the policy before
signing this document.)

I do hereby acknowledge receipt of the Bank’s Whistle Blowing
Policy and that I have read the Policy as set herein above and agree to abide by the policy guidelines
as a condition of my employment at Diamond Trust Bank. 1 also understand that if I have questions
regarding the Bank’s Whistle Blowing Policy, then I am free to consult my immediate supervisor or the
Head of Human Resources.

Employee Name: Title

Employee Signature: Date




